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Social media has both personal and professional uses. Personally we
connect with friends and family, share photos and videos, and connect
with like-minded online communities to share ideas and give/seek
support. Organizations, businesses, and campaigns use social media
professionally to promote products, services, and ideas. Social media
can be understood as software applications (web-based and mobile)
that allow for creation, engagement, and sharing of new or existing
content, through messaging or video chat, texting, blogging, and other
social media platforms®?. Today most of us are familiar with Facebook,
Twitter, Instagram, and LinkedIn; there are many other applications,
and new platforms appear all the time.

As registered physical therapists, we are bound by our Code of Ethical
Conduct and Values® and our Standards of Practice.* This
commitment requires us to always be conscious of our professional
presence at work, at home, and in public. Being active on social media
introduces one more environment where we must be mindful of our
professionalism. While in most social-media-related situations the
“correct” way forward will be obvious, sometimes situations arise
where it's more difficult to know what is appropriate and what is not.

This guide presents a series of scenarios which might arise personally
or professionally for physical therapists in relation to their use of
social media. While there are many benefits to using social media,
there are also risks and challenges, and it's important to understand
these. We hope these scenarios will make you stop and reflect about
whether you are clear about professional boundaries, security of
information, confidentiality (yours and that of others), and privacy
(yours and that of others) when in the online world.

We encourage you to discuss these scenarios with your
colleagues and to contact CPTBC’s Practice Advisor
(practicequestions@cptbc.org) if you have any questions,
if you need clarification, or if you would like advice about
a specific situation that has arisen.
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Scenario

1

You are a sole charge physical therapist in a rural hospital and make a comment on a

social media platform about an adverse outcome for one of your clients. You are careful not to
name the client or the hospital. However, you mentioned the name of the hospital you are working
at in a post last week. A cousin of the client searches the internet for the hospital’s name to find
its contact phone number. In the search results, the client’s cousin finds your post mentioning the
hospital. The cousin then sees the subsequent post regarding the adverse outcome and recognizes
it is about her cousin.b

These examples are breaches of
privacy and confidentiality which
are clearly unintentional.

Scenario 3 adds another layer for
consideration as the client is a
minor, her face is shown, and she
is only partially clad. Even with
parent consent, the decision to
post may not be the
appropriate one.

Remember the CPTBC Standards
of Practice® require you to protect
your clients’ privacy and personal
information at all
times. Unintentional breaches
occur in part due to a mistaken
belief that it is acceptable
to discuss or refer to clients
_ if they are not specifically
Scenario : identified. However, as we can see

3 from these examples,
You are a physical therapy clinic owner. Your clinic has a website and an IdeﬂtlfICOtIOﬂ IS pOSSIble N
Instagram account. One of your clients is a 14-year-old elite athlete who has been attending physical unexpected and unanticipated
therapy following a knee injury which could have prevented her from attending the upcoming

Olympic games as a member of the Canadian gymnastics team. She has worked hard and made great ways.
progress. She and her parents give consent for you to post (without including her name) before-and-
after pictures of her on the clinic’s website and its Instagram feed to show the changes made over
the three months of therapy. In the pictures she is wearing a lycra sports bra and lycra shorts.

Scenario

2

You are a community-based paediatric physical therapist and you contribute blogposts to a local
newspaper’s webpage. One day, you make reference to providing care to a client, and mention a
wheelchair and the child’s age. There was no specific information provided, but anyone who knew
you, the client, or the family could identify who the post was about.
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You receive a friend request on a social media platform from someone whose name
sounds very familiar, but they only have a photo of a dog as their profile picture. You accept the
request. After looking through their profile page, you realize that it belongs to one of your former

clients who has been re-referred and is on your waitlist. The client sends you a Facebook message

to let you know that they need an appointment as soon as possible, and they would like some
information about how to manage their injury until the first visit. They also comment about how
much fun you and your family were having in the photos from your last vacation.”

Scenario

You are scrolling through
Facebook one evening and see a
shared post from a friend which
describes an innovative new toilet
safety rail. You ‘like’ the post from

your clinic’s business Facebook
account, and comment that this
new equipment might be perfect
for some of your clients. Two
weeks later, you conduct a home
visit to a long-term client and
they are excited to show you the
same safety rail installed in their
bathroom. They comment that
they purchased it based on the
recommendation they saw from
you on Facebook.

Scenario
You are a physical
5 therapist working in a
palliative care ward. One of
your clients with whom you have
developed a strong bond uses a Facebook
page to keep friends and family updated
on her health. You know she has been
struggling with pain relief and one day
she posts on her site about this challenge.
To offer support, you respond to her post
with a comment that you hope the new
pain medication will help. The next day,
you run into a colleague at the gym who
has worked with this client in the past,
and who no longer works at the hospital.
He mentions that he saw your post and
hopes that your client is feeling better on
the new medication. You realize you've
breached confidentiality and immediately
remove your post and apologize to your
client when you next see her.

This situation is all about
professional boundaries. It’s
likely clear to you that this is an
inappropriate connection between you
and a client, but this example
demonstrates how easily this can
happen. Not only is the client asking
work-related questions of you within
the platform where others can see
them (and your response), but also
your own privacy (and that of your
family) has been compromised. Think
carefully about requests
you receive! The CPTBC Standards of
Practice® require you to end any
therapeutic relationship with a client if
professional boundaries cannot be
maintained or re-established, by
transferring care as required.

Before ‘liking’, posting, and/or commenting on social media, pause to consider what
a client or the public might interpret from your actions. Would the general public
consider this an endorsement from you? The CPTBC Practice Standards?® state that you must
not endorse products for financial gain. The Practice Standards of course allow you to make
a specific recommendation for a particular product to a patient which is supported by clinical
rationale. But before you click ‘like’, consider your motives for doing so, and the possible
repercussions.

True or False?

“I've deleted my post or comment. It’s no longer accessible.”

FALSE

This content will always exist on a server that could be discoverable in a court of law. Even if the
Situation doesn’t reach court, your content could have been seen and shared by others. Or a screen
shot could have been taken and shared by other methods.

As soon as you post or hit “send”, you no longer control dissemination of, or access to, that content.




Answers

Using personal cell phones
to take pictures of clients (with or without
consent - note that the three-year-old boy is
not old enough to give consent in scenario 9)
presents a risk to confidentiality. Such
pictures are a part of the client record, as are
therapy-related texts and emails with clients.
Consider using a second phone for business
purposes, or using the clinic or facility’s
camera for pictures to be used for business or
client-related purposes.

You are recruiting a
new physical therapist,
and interviews with
the five shortlisted
candidates have
been scheduled. In
preparation for the
interviews, you take
some time to review
their social media
profiles to learn more
about them, their
interests, and to get a
sense of whether they
might be a good fit for

your team. )

The Personal Information Protection Act
(PIPA) of British Columbia®® (section
34) requires that we make reasonable
security arrangements to protect personal
information from unauthorized access, use, or
disclosure.

Additionally, the Standard of Practice: Privacy
and Record Retention requires you to “Protect
the privacy of personal information in all
environments and in all formats of collection”
and “prevents unauthorized access or use of a
client’s personal information through the
appropriate use of physical, technical, and
electronic security mechanisms’.(e.g.
passwords, encryption, locked offices/file
cabinets) to protect the privacy of patient
information.”*¢

Scenario
8 As a physical therapist in a
long-term care home, you ask for
verbal permission from a resident to use your
cell phone to take his picture as he completes
an activity. You want to use the picture in a
newsletter that the care home publishes each
month. That weekend, you travel to visit a
friend and you accidentally leave your cell
phone on the ferry.24

If you use devices (laptops, phones, iPads
etc.), ensure that all of them are secure to the
level required by regulation.

Personal privacy (of clients, of employees and even of candidates) must be considered % Scenario
as described in the Personal Information Protection Act (PIPA) of British Columbia.*°

There are also Canadian laws that govern privacy such as the Privacy Act!! and the Personal |
Information Protection and Electronic Documents Act (PIPEDA).'? The Office of the Information and ¥/
Privacy Commissioner for BC (OIPCBC)!3 is clear that “any information collected about individuals is for leukemia, and understandably have become quite attached to this brave boy. Toward the end of your

personal/employee personal information and is subject to privacy laws, whether or not the information is placement you ask the boy if you could take his picture and he is happy to be photographed. In the

publicly available...or...subject to limited access as a result of privacy settings...”.’* Before accessing photo, his room number is visible in the background. You attach the picture to a text that you send in
anyone’s social media information, you must be sure that you can defend why you have chosen to do so. response to your partner when they ask how your day went.

You are a physical therapy student on a clinical placement in the oncology ward of a
paediatric hospital. You've been working with a three-year-old who is undergoing chemotherapy

It's important to know how privacy laws in BC can limit collection of information, even publicly available When you are home that weekend, you de':scr.ibe how proud and excited you are to be a phys,ical
Heammraion, BE e fe rEens fhe OIEEEES alacumant i wnelEsiamns mams. therapist and show your parents the Eoys plctque as ahn 1e5xample of the types of clients you've
een working with.
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Scenario Scenario

10 _ ) b B A group of students uses a Facebook
A friend of yours page to support their learning and
sends you a link to a post communicate regarding learning issues.
on a social media platform made by When discussing a recent assignment, one of the
a current physical therapist colleague students makes an off-hand comment that the instructor
in which she accuses you of being who marked her assignment must have been drunk at the
incompetent and a bully. time. The instructor and the university are identifiable.

Lateral violence (bullying and
intimidation) perpetuated online is known
as cyber bullying. As professionals who are

expected to adhere to the Competency Profile
for Physiotherapists'” in Canada and who
are accountable to CPTBC, we must act with
professional integrity and behave ethically.
This means being honest, showing respect for
others, and accepting responsibility for your
decisions and actions.

[ ] [ ]
Disparaging or malicious posts may be ; i | dl
considered defamation, or “communication SOCl me a
about a person that tends to hurt their
reputation.”*® Defamation on social media
and in other sources of permanent record is
known as libel.
before posting. Keep the same level of : . . .
professionalism in your online interactions as Consider creatmg a social media Code of _ _
in those which are face-to-face.? Conduct, for yourself and/or for your organization
or business. This way, you have agreed upon
guiding principles for all to follow, and the Code
of Conduct can be reviewed for reference and
reflection should an unclear situation arise. A

Code of Conduct could include some or all of the
following points.1520.21 0

While there is often a sense of anonymity
when reading or posting content online,
it’s important to remember that lateral
violence in any context and on any profile is
unacceptable, and should not be tolerated by
employers or by colleagues. And defamation
can result in legal action. Pause and reflect
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SOCial media You are a physical therapist

24/7. Aim to maintain
professional boundaries and

' a professional presence in all
CO e Recognize that you Iinteractions at work, at home,
: have an ethical and in public, and online.
legal obligation
to maintain
Con u client privacy and
confidentiality at

all times.

Avoid sharing,

posting, or ' . _ -~
disseminating any Do not assume your social - B Develop a strategy to use

client information media privacy settings are - 17 VB &% COnTEes] e
(including adequate to allow you to control social media by a client.
photos/videos) or your own content. Assume that Consider how best to
information gained anything you pOSt online will be . decline while preser\”ng
during a client visible to everyone and forever. - Posting negative comments or the professional
interaction unless inappropriate or offensive material relationship.
you have client : can undermine public trust of the
consent or are legally physical therapy profession, and may
obligated to do so. be considered cyberbullying. Always
remember to conduct yourself with
honesty, professional integrity, and
respect for others.

If you see online content posted by
colleagues that is unprofessional, you should
consider bringing it to the attention of the
individual, to their regulatory body, or to the
proper authorities.

When considering posting or commenting online, reflect
about whether you would discuss the content during an
in-person interaction. If it isn't something you’d share
with colleagues or with a client in person, then
err on the side of caution.




use social media wisely

But Use
Ite

Social media is here to stay.

With some knowledge, some care,
and some reflection, It can be used
successfully for many purposes.
Here are just a few of the benefits.?#

Professionally it can...
Help the public understand better what physical therapists do

Raise the profile of physical therapy

Help you network with physical therapists and other professionals
nationally and internationally

Allow you to develop and share your skills and knowledge,
especially through debates about current issues in physical
therapy

Engage with your stakeholders and gather input about your
services and other topics

Assist in knowledge translation as new research is available

Personally it can...

Allow you to stay in touch with family, friends, and colleagues across the world

Connect you with new friends globally — people you may never have met when
limited by geography

Connect you with like-minded communities for support or debate or to share
interests and information

Provides you the opportunity for online learning in a wide range of topics,
including simple “how-to” videos

Gives you access to real-time news updates and other important or time-sensitive
information

Globally it can...

Increase awareness of global issues and campaigns
Assist in fundraising efforts for global causes
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